WHOOPMALIMOHHASA NAMATKA
[ANA OBYYAIOLLMXCA ANA PASMELLEHUSA

HA OPULIMA/IbHBIX UHTEPHET-PECYPCAX

C KaAblM rooOM MOJIOAEXMN B WHTEPHETE CTaHOBUTHLCA 6O0nblie, a LWKOJbHUKM OAHW M3 CaMbIX
aKTUBHbIX Mosb3oBaTeneit PyHeTa. Mexay Tem, NOMWMMO OFPOMHOIO KO/JMYECTBa BO3MOXKHOCTEMN,
WMHTEPHET HeceT U Npobaembl. ITa NamMATKa A0/1KHA NOMOYb Tebe 6e30nacHO HaxoaUTbCA B CETHU.

KomnbloTepHble BUpPYCbI

KoMnboTepHbI BUPYC - 3TO Pa3HOBUAHOCTb KOMMNbIOTEPHbIX NPOrPaMm, OTANUYUTENbHON 0COBEHHOCTbIO
KOTOPOI ABNAETCA CNOCOBHOCTb K Pa3smMHOMKeHUI0. B gononHeHue K 3TOMy, BUPYCbl MOTyT NOBpeauTb
WUAN TMOJIHOCTbIO YHWUUTOXUTb Bce ¢aiibl U AaHHble, MOAKOHTPO/IbHbIE MOJ/Ib30BaTE/N0, OT WUMEHMU
KoToporo 6blna 3anylleHa 3apaeHHas nporpamma, a TakKe MoBpeAuTb WAWN [aKke YHUUTOMUTb
OMEepPaUMOHHYI0O CUCTEMY CO Bcemu danamu B LUENOM. B 6O/bLUMHCTBE CAy4YaeB PacrnpoCTPaHAOTCA
BMPYCbl Yepes MHTEPHET.

MeToabl 3aLUTbl OT BPEAOHOCHbIX NPOrpamm:

1. Ucnonb3yit coBpemeHHble onepaLoHHble CUCTEMbI, MMetoLLMEe Cepbe3HbIN YPOBEHb 3alLUTbl OT
BPEAOHOCHbIX MPOrpPamm;

2. NocTosHHO ycTaHaBAUBaW NayuTh (LMdpoBble 3aNNaTKK, KOTOPble aBTOMATUUYECKM YCTaHaBANBAKOTCA C
Lenblo A0PaboTKN NporpaMmbl) U Apyrne o6HOBAEHUA CBOEM onepaLyoHHON cucTembl. CKaunBam nx
TO/bKO C opUUManbLHOro canta paspabotunka OC. Ecam cyluecTByeT peskMum aBTOMaTUYECKoro
0bOHOB/IEHUSA, BKNIOYM €rO0;

3. Pabortali Ha cBoEM KOMMNbIOTEPE NOoA NpaBaMu NOJZ1Ib30BaATENA, @ HE aJMUHNCTPATOPA. JTO He
no3soaunT 6OI'IbI.IJVIHCTBy BpPeAOHOCHbIX NPOrpamMmm UHCTaN/IMPOBATbCA Ha TBOEM NepPCOHa/IbHOM
KOMMbIOTEPE,

4. Micnonb3yit aHTUBUPYCHbIE NPOrPaMMHble NPOAYKTbI U3BECTHbIX NPOU3BOAMUTENEN, C aBTOMATUUYECKUM
obHoBNeHnem b6a3s;

5. OrpaHnyb GU3MYECKUI JOCTYN K KOMNbIOTEPY 4151 NOCTOPOHHUX NNLL;

6. Micnonb3yit BHelWHWe HocuTenn nHGOopMaUunK, Takue Kak dneLlKka, AUCK uamn Gaiin U3 HTepHeTa,
TOJ/IbKO M3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbIBai KOMMbloTepHble aitnibl, NoyYeHHble N3 HEHAZEKHbIX MCTOYHUKOB. [arKe Te dpaiinbl,
KOTOpble Npucaan TBOM 3HaKOMbI. Jlydlle YTOYHM Yy HEro, OTNPaBAAA N OH Tebe uXx.

Cetn WI-FI

Wi-Fi - 3To He BMA Nepeaayun AaHHbIX, He TEXHOOMMA, a BCEro nmib bpeHa, mapka. Eue 8 1991 roay
HUAEpPNAHACKasA KOMNaHWA 3apernctprposana bpeHg "WECA", uto 0603Ha4ano cnoBocoyeTaHme
"Wireless Fidelity", koTopbili nepeBoanTCA Kak "becnpoBoaHan TOYHOCTL'.

[o Hawero BpemeHu Aowna Apyras abbpesmnaTypa, KOTOpas ABAAETCA TaKOM e TexHoNAornel. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe 6b110 4aHO C HAMEKOM Ha CTaHAapPT BbICLIEN 3BYKOBOMN TEXHUKM
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKas TOYHOCTb".



[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kade, OTEeNAX U a3ponopTax ABAAETCA OT/IMYHON BO3MOMKHOCTHIO
BbIXOAa B MHTepPHET. Ho MHOrMe 3KcnepTbl cyMTaloT, YTo 0bLeaocTynHble Wi-Fi ceTn He aBasioTca
6e3onacHbIMMU.

Cosertbl No 6e3onacHocTH paboTbl B 06weaoctynHbix cetax Wi-fi:

1. He nepegaBsait CBOIO NMYHYIO MHPOpPMaLMIO Yepes obleaoctynHblie Wi-Fi cetn. PaboTas B HuX,
YKenaTtenbHO He BBOAUTb MAapPO/IM AOCTYNA, NOTUHbI U KaKMe-To HOMepa;

2. Ucnonb3syi n 06HOBANAN aHTUBMPYCHbIE NPOrpammbl M BpaHamayep. Tem cambiM Tbl 06e30MnacuLlb
cebs OT 3aKauykK BUPYCa Ha TBOE YCTPOMCTBO;

3. Mpwu ncnonbsoBaHnn Wi-Fi oTkatoun dyHKumio "O6wmn goctyn K dpaniam u npuHtepam”. [laHHan
dYHKUMA 3aKpbITa MO YMOJIYAHWUIO, OAHAKO HEKOTOPbIE NMO/Ib30BaTE/IN aKTUBUPYIOT ee ana yaobcTea
MCMNo/ab30BaHMA B paboTe uau yuebe;

4. He ncnonb3yi nybamyHein WI-Fl gna nepegayumn ANYHbIX AaHHbIX, Hanpumep, 419 BbiIXo4a B
counanbHble CETU WU B SIEKTPOHHYIO MOYTY;

5. Ucnonb3yit ToNbKO 3alumlieHHoe coeanHeHrme yepes HTTPS, a He HTTP, T.e. npu Habope Beb-aapeca
BBOAMN UMeHHo "https://";

6. B mobunbHOM TenedpoHe oTkAtoun GyHKLMIO "MoakntoveHme kK Wi-Fi aBTomaTnueckun'. He gonycKai
aBTOMAaTUYECKOro NOAK/OYEHNA yCcTpoincTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CeTU aKTUBHO BXOAAT B Hallly XM3Hb, MHOTUE Nt0AN PaboTaloT U XMBYT TaM NOCTOAHHO, a B
Facebook yxe 3apernctpuposaH Munanaps YenoBekK, YTo ABAAETCA O4HOM ceibMOI BCeX Kutenei
naaHeTbl. MHOIME NONb30BaTENN HE MOHUMALOT, YTO MHOPMaLMA, PasMELLLEHHAA UMU B COLMaNbHbIX
CeTAX, MOXKeT bbITb HallAeHa M UCNO/Ib30BaHa KeM Yro4HO, B TOM Yncsie He 0b6A3aTenbHO ¢ 61arumu
HaMepeHUaMMU.

OcHOBHbIe coBeTbl N0 6e30NacHOCTU B COLMANbHbBIX CETAX:
1. OrpaHunyb CNUCOK gpy3ei. Y Teba B Apy3bax HE JOMKHO ObITb C/IY4aMHbIX U HE3HAKOMbIX Nt04eN;

2. 3awWMLLaii CBOIO YacTHYIO XMU3Hb. He yKasbiBai Napoau, TenedoHbl, agpeca, A4aTy TBOErO PONKAEHUA U
APYrY0 INYHYI0 MHGOPMaLMIO. 310YMbILLIEHHUKU MOTYT MCMO/1b30BaTh AarKe MHGOPMALIMIO O TOM, KaK
Tbl U TBOU POAUTENN NAAHNPYETE NPOBECTU KaHUKYbI;

3. 3awumLLald cBO penyTauuio - AEpPKU ee B YMCTOTe M 3afaBal cebe Bonpoc: xoTen 6bl Tbl, YTOObI
Apyr1ne Mnonb3oBaTeNu BUAEAN, YTO Tbl 3arpyxaelwb? lMogymai, npexae 4Yem 4YTo-TO ony6AMKOBaTb,
HanucaTb U 3arpy3uTb;

4. Ecan Tbl roBOpULLb C NOABMU, KOTOPbIX He 3Haellb, He MCI'|0}1b3yl71 CBO€e peasibHoe mMmAa U Opyryro
JTNYHYIO VIHd)OpMaLI,VIVI: MMA, MECTO XKUTENBbCTBA, MECTO y‘-leﬁbl M npoyee;

5. U3berali pasmeweHunsa ¢otorpaduii B MHTepHeTe, rae Tbl M306parkeH Ha MECTHOCTWU, MO KOTOPOW
MOXHO ONnpeseMTb TBOe MECTOMOJIOKEHUE;

6. Mpy perncTpauumn B COLMANLHON CETU HEOBXOAMMO MCMO/Ib30BATL C/I0XKHbIE MAP0JIM, COCTOAWME U3
6YKB U LMP M C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ona COLI,I/IBI'IbHOﬁ CeTn, NoYTbl U APYrux canTos HEOGXO,D,I/IMO MCNON1b30BaTb pPa3HblE NaApPOIN. Torpa
ecnu 1ebn B3/10MatoT, TO 3/1I0YMbIWNEHHUKN NONYYaT AO0CTYN TO/ZIbKO K OAHOMY MECTY, a He BO BCe Cpa3y.



INEeKTPOHHbIe AeHbrn

DNEKTPOHHbIE AEHbMM - 3TO O4YeHb YA06HbIN Cnocob naate)kei, OAHAKO CYLLECTBYIOT MOLIEHHUKM,
KOTOpble XOTAT NONYUYNTb 3TU AEHbIU.

DNEeKTPOHHblEe AEHbIM NOABUANUCL COBCEM HEAAaBHO M UMEHHO M3-3a 3TOr0 BO MHOIMMX rocygapcreax 4o
CnX NOpP HE NPONNCaHO NPO HMUX B 3aKOHaAX.

B Poccum ske oHM GYHKLMOHUPYIOT U O HUX YKe MPOMNUCAHO B 3aKOHe, rae UX pasaensioT Ha HEeCKO/IbKO
BMAOB - aHOHMMHblIE W HE aHOHMMHble. PasHMUA B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOpPbIX
paspellaetcA npoBoAuTb onepauun 6e3 mnaeHTMOMKauMM nNonb3oBaTens, a B HeaHOHUMHbIX
naeHTndMKauma nonb3oBaTenn apaseTcs 06a3aTeNbHON.

Takxe cneayeT pasnnyaTb 3/EKTPOHHble ¢uMaTHble AeHbrM (paBHbl rOCYyAapCTBEHHbIM BanoTaM) U
3/IEKTPOHHbIE HedUaTHble AeHbrM (He paBHbI FOCYAapPCTBEHHbIM BatoTam).

OcHoBHble coBeTbl No 6e30nacHoOin paboTe € 3/1IEKTPOHHbIMU AeHbraMu:

1. Mpueaxun K cyety mMobunabHbIn TenedoH. ITo cambli yAOOHbIA M BbICTPbIM CNOCOb BOCCTaHOBUTb
[ocTyn K cyety. lNpuBA3aHHbIN TenedoH MOMOXKET, ec/M 3abyaellb CBOM MATEXKHbIA Naposb WMAU
3ali4ellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit ogHopas3oBble Naponu. MNocne nepexona Ha yCUAEHHYIO aBTopM3aumio Tebe yKe He byaeT
YrpoXKaTb ONACHOCTb KPaXkM UK NepexsaTa NiaaTeKHoro naposs;

3. Bbibepu cnoKHbili Naposib. MpecTynHUKam byaeT He NPOCTOo yraAaTh C/IOXKHbIM Naposb. HageKHble
napo/iv - 3TO NapoO/n, KOTOPble COAEPKAT HE MeHee 8 3HAKOB W1 BK/OYAIOT B cebs CTPOUHbIe U
NponucHble ByKBbl, LMPPbI U HECKOJIbKO CUMBOJIOB, TaKME KaK 3HAK Aonn1apa, GyHTa, BOCKANLATE/IbHbIN
3HaK v T.n. Hanpumep, StROng!;;

4. He BBOAM CBOW NIMYHbIE JAHHbIE HA CAalTax, KOTOPbIM He LoBepseLlb.
INeKTPOHHAA noyTta

DNEeKTPOHHaA NoYTa - 3TO TeXHOIOMMA U NPeAOCTaBAAEMble 0 YCAYTU MO Nepecbiike U NOAYYEeHUIo
3N1EKTPOHHbIX COOBLLEHMI, KOTOPbIE pacnpeaensoTca B KOMMbIOTEPHOMN ceTh. OBbIYHO 3N1EKTPOHHbI
MOYTOBLIN ALMK BbIFAAAMT CAeayoWwmm 06pa3om: UMA_MN0Ab30BaTeNa@uMa_aomeHa. TakyKe Kpome
nepenayn NPoCToro TeKCTa, MMeeTCs BO3MOXKHOCTb Nepeaasath Gaiibl.

OcHoBHble coBeTbl N0 6e3o0nacHoii paboTte C 31eKTPOHHOI NoYTOM:

1. Hapo BbI6paTb NPaBUAbHbIMA NOYTOBbIM cepBUC. B MHTEPHETE €CTb OrPOMHbIN BblbOp BecnnaTHbIX
MOYTOBbIX CEPBMUCOB, OAHAKO /lyylle AOBEPATb TEM, KOFO 3Haellb, U KTO NepPBbIi B pEATUHTE;

2. He yKa3sbliBait B IMYHOM nouTe MYHYIo nHbopmaumio. Hanpmumep, ayde BbibpaTh
"My3blKanbHbI_paHaT@" nnm "pok2013" emecto "temall";

3. Ucnonb3yi ABYX3TanHY0 aBTOPM3aumto. ITO KOrga MOMMMO Napoa HY*KHO BBOAUTb KOA,
npucblinaembii no SMS;

4. Bbibepu CNOXKHbIN Napob. A KaxA0ro NOYTOBOro AWMKA A0NKEH BbiTb CBOM HaAEKHbIN,
YCTOMYMBBLIM K B3/IOMY Napoib;

5. EcAn ecTb BO3MOXKHOCTb HanmMcaTb camomy CBOW INYHBIN BOMpoOC, VICI'IOl1b3yl\;1 3TY BO3MOXHOCTb;

6. Mlcnonb3yi HECKO/IbKO MOYTOBbIX ALWMKOB. MepBblit 414 YaCTHOM Nepenucky C agpecaTtammn, KOTOPbIM
Tbl A0OBepsAeLlb. ITO 3/1EKTPOHHbIN afgpec He HaZl0 UCMO/1b30BaTb NPWU perncTpaumm Ha popymax u
cauTax;



7. He oTKpbIBaii Gpaiinbl U gpyrue BAOXKEHUA B MUCbMaX, AaXKe eC/M OHM MPULLAN OT TBOUX APY3eN.
Jlydlie yTOUYHM y HMX, OTNPABAAAN N OHW Tebe 3Tu daiinbl;

8. Mocne oKoHYaHMA pPaboTbl Ha NOYTOBOM CepBuCe Nepes 3aKpbITUeM BKIaAKMU C caliToM He 3abyab
HaXaTb Ha "BbiATn".

KnbepbynnuHr unu BupTyanbHoe M3aeBatesibCTBo

KnbepbynnuHr - npecnegoBaHne coobLeHUAMM, COAepKALLMMM OCKOPDBAEHMA, arpeccuto,
3anyrmBaHue; XyIMraHCcTBO; coumaibHoe 6OMKOTUPOBAHUE C MOMOLLbIO Pa3/INYHbIX UHTEPHET-CEPBUCOB.

OcHogHble coBeTbl No 6opbbe ¢ kKnbepbynnmHrom:

1. He 6pocaiics B 6014. Jlyqywmnit cnocob: nocoBeToBaATLCA Kak ceba BECTU U, €C/IN HET TOTO, K KOMY
MOKHO 06paTUTbCA, TO BHaYane yCnoKoUTbCA. ECM Tbl HAYHELWb OTBEYATb OCKOPBAEHUAMM Ha
OCKOpPHNEHMSA, TO TONBKO elle 60/blie PasoXKKellb KOHGANKT;

2. YnpaBnain cBoen Knbeppenytaumnen;

3. AHOHMMHOCTb B C€TM MHMMasA. CyLLLEeCTBYIOT Cnocobbl BbIACHUTb, KTO CTOUT 38 aHOHUMHbIM
aKKayHTOM;

4. He cTOUT BECTU XY/IUTAaHCKNI 06pa3 BUPTYaIbHOM XKU3HU. IHTEepHET GUKCMPYET BCE TBOU AENCTBUA U
coxpaHsaeT ux. Yaanutb ux byaert KpanHe 3aTpyAHUTENLHO;

5. Cobntopaii CBOKO BUPTYaNbHYHO YECTb CMOJIOAY;

6. UrHopupy eauHNYHbIN HeraTns. O4HOPa30Bble OCKOPOUTE/IbHbIE COOBLLLEHWNSA NTyYLLIE UTHOPUPOBATb.
O6bI4HO arpeccun NpeKpaLLaeTca Ha HayaibHOW CTaauu;

7. baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOBLLLEHMAMM, B COLMANBHBIX CETAX €CTb
BO3MOXXHOCTb 6/I0KMPOBKM OTMNPaBKM COOBLLEHMI C ONpeaeeHHbIX apecoB;

8. Ecv Tbl cBUAETENb KMbepbynnuHra. TBOU AeACTBMA: BbICTYNUTb NPOTUB NpeciaefoBaTens, NoKasaTb
€My, YTO ero AeMCTBMA OLLEHNBAIOTCA HEraTUBHO, NOALEPKATb KEPTBY, KOTOPOW HY*KHa
NCcUX0A0rMYecKas MOMOLLb, COOBLMTL B3POC/IbIM O GaKTe arpeccMBHOMO NOBEAEHUA B CETH.

Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTdOHbI U NAAHLWETLI COAEPHKAT B cebe BNo/iHe B3pOCblit GyHKLUMOHAN, M Tenepb
OHM MOTYT KOHKYPMPOBaTb CO CTaLMOHAPHbIMU KoMnbloTepamn. O4HAKO, CPpeacTB 3aLnThl ANA
NoAo6HbIX YCTPOMCTB NMOKa o4eHb Masio. TeCTMpOBaHME U NOUCK YA3BMMOCTEN B HUX NPOUCXOANT He TaK
MHTEHCUBHO, KaK ana MK, To }Ke camoe KacaeTca M MOBUIbHbIX MPUNONKEHWNN.

CoBpemeHHble MObWbHbIe bpay3epbl y:Ke NPaKTUYECKU LOTHAIM HACTO/IbHbIE AHANOMM, OAHAKO
pacwupeHne GpyHKLMOHaANA BeYeT 3a CO60M 60/bLUIYIO CIOKHOCTb U MEHbLUYIO 3aLWMLLEHHOCTD.

[aneko He BCce NPOM3BOAMTENN BbIMYCKAOT 06HOBAEHWA, 3aKPbIBAOLWME KPUTUYECKME YA3BUMOCTM ANA
CBOWX YCTPOWCTB.

OcCHOBHble coBeTbI ANA 6e30nacHOCTU MOBUNBLHOrO Tened)OHa:

Huuero He aBnAeTcA no-HactoAawemy 6ecnnaTHbIM. Ey,ﬂ,b OCTOPOXEH, BE€4b KOraa Tebe npegnararoTt
6ecnnaTHbIl KOHTEHT, B HEM MOTYT 6bITb CKpbITbl KakKne-To nNaaTHblE YCAYTH;

[dyman, npexge Yyem otnpasuTb SMS, poTo unun Buaeo. Tbl TOYHO 3HaeLb, rae OHW ByayT B KOHEYHOM
utore?

Heob6x0aMmo 06HOBAATL ONEPALMOHHYIO CUCTEMY TBOEro CMapTdOHa;



Mcnonb3yi aHTUBUPYCHbIE NPOrpaMmmbl A5 MOBUIbHbIX TenedoHOB;

He 3arpy:kait npuaoX»eHna oT HEM3BECTHOrO UCTOYHMKE, BeJb OHM MOTYT COAEPKaTb BpeaoHOCHOe
nporpammHoe obecneyeHue;

Mocne TOro Kak Tbl BbINAELWb C CaitTa, rae BBOAWA ANYHYIO MHOPMALLMIO, 3ailam B HAacTPOIKn Bpay3epa
n yganu cookies;

Meproamyeckm nposepan, KakMe NaaTHble YCAYrM akTMBMPOBaAHbI HAa TBOEM HOMEPE;

[aBait cBoit Homep MobubHOTO TesiedOoHa TOMBKO OAAM, KOTOPbLIX Tbl 3HaELb U KOMY A0BepAeLlb;
Bluetooth goneH 6bITb BbIKAKOYEH, KOTAa Tbl UM He Nonb3yelbea. He 3abbiBait MHOrAa NpoBepsiTh 3TO.
Online urpobl

CoBpeMeHHble OHIaNH-UTPbI - 3TO KPacoyHble, 3aXBaTbiBaloLWMe passiedeHuns, 06 beANHAIOLLME COTHU
ThbICAY YeNoBeK Mo Bcemy MUpy. Mrpokun nccneaytoT AaHHbIN MM MUp, 06LatoTca Apyr C APYrom,
BbINOJIHAIOT 334aHMA, CPAXKAIOTCA C MOHCTPAMM U NONYYAIOT ONbIT. 32 YA0BONLCTBUE OHU NAATAT:
MOKYNatoT AMCK, OMNIaunBaloT aboOHEMEHT MAM MPMOBPETAIOT KaKne-To onuuu.

Bce 3Tv cpeacTBa MAYT Ha NoaAeprKaHMe M pPa3BUTUE UMPbl, @ TaKKe Ha caMmy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPU3aLIMM, BbIMYCKAOTCA HOBble NaTyu (LndpoBble 3anaaTkun ans
nporpammy), 3aKpbIBaOTCA YA3BMMOCTU CepPBepOB.

B I'IOLI,O6HbIX Urpax CTonT onacaTtbCA HE CTOJ/IbKO CBOUX CONEPHUKOB, CKOJZIbKO Kpa*X1 TBOEro NaponA, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOpU3aLnn 60NbLWNHCTBA urp.

OcHoBHble coBeTbl N0 6e30NacHOCTU TBOETO UTPOBOro aKKayHTa:

1. Ecam apyroi urpok Beaet ceba naoxo uam cosgaeT Tebe HeNPUATHOCTM, 3aBN0KMPYI ero B CNucKke
UrPOKOB;

2. Moxanyica agMMHUCTPaTOPaM Urpbl Ha NI0X0E NOBeAEHNE 3TOTO UTPOKA, KenaTebHO NPUIoKUTb
KaKue-To J0Ka3aTebCTBa B BUAE CKPUHOB;

3. He yKasbiBai An4Hyto MHPopmaumio B npodaiine urpbl;
4. YBaKall gpyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnAuBai HeoduumanbHble NaTYM U MOAbI;

6. Micnonb3yi cnoXKHble 1 pa3Hble Naponu;

7. Naxke Bo BpemA Urpbl HE CTOUT OTK/IKOYATb aHTUBUPYC. MNoka Tbl nrpaeLlb, TBOWM KOMNbOTEP MOTYT
3apa3nTb.

OULWKHT Uam KpaXXa JINYHbIX AaHHbIX

Ob6bIYHOM Kpaxkel AeHer U AOKYMEHTOB CEroAHSA Y3Ke HUKOMo He YAUBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHONOTUI 3N10YMbILLNEHHUKN NEPEMECTUINCL B UHTEPHET, U NPOAOAXKAIOT 3aHMMaTbCA "niobumbim"
OEeNoM.

TaK noABMAacb HOBas yrpo3a: MHTEPHET-MOLLIEHHMYECTBA UAW GULLNHT, TNaBHanA Le/ib KOTOPOro COCTOUT
B MOJIy4eHUM KOHOUAEHUMANBHBIX AaHHbIX NOJb30BaTes1el - TOTMHOB W Naposaeit. Ha aHrMACKOM A3blKe
phishing uutaetca kak ¢uwuHr (ot fishing - peibHas noena, password - Nnaponb).

OcHoBHble coBeTbl N0 60pbbe ¢ puMHrom:



1. Cneaun 3a cBOMM akKkayHToMm. Eciiv Tbl Nof03peBaellb, YTO TBOA aHKeTa bblna B3/iomaHa, To
Heobxoanmo 3a6/10KMPOBaTb ee U COOBLNTL aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOMKHO CKopee;

2. MCﬂOI’Ib3y17I 6e3onacHble Be6-cal>'1Tbl, B TOM Yncne, UHTEPHET-MarasmHOB U MOUCKOBbLIX CUCTEM;

3. Micnonb3ayi cNoXHble 1 pasHble naponun. Takum obpasom, eciv Tebs B3N0OMaIOT, TO 3/10YMbILLIIEHHUKN
noJiyyaT AOCTYN TONbKO K 0AHOMY TBOEMY NPoduIIo B CETH, a HE KO BCEM;

4. Ecnn Tebs B3sloManun, To HeobxoaAnMMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A40b6aBneHbl y
Tebs B ApYy3bsX, O TOM, YTO Teba B3/IOMann U, BOSMOMKHO, OT TBOEro MMeHM ByaeT paccblaTbCa cnam u
CCbIZIKM Ha GULUMHIOBbIE CalTbl;

5. YcTaHOBM HageKHbI naposb (PIN) Ha MobUNbHLIN TenedoH;
6. OTKNIOYM coXpaHeHMe napons B bpaysepe;

7. He oTkpbiBali daiabl u gpyrue B/IOKEHUSA B NMUCbMAX, Aa*Ke €ClM OHWU MPULIAN OT TBOUX ApPY3EN.
Jlydlie yTOUYHU Yy HUX, OTNPABAAAN I OHU Tebe 3Tn dainbl.

LUudposasa penytauusa

UndpoBana penytauma - 3TO HeraTMBHas WAM NO3UMTMBHaA WHbopmaumsa B ceTm o Tebe.
KomnpomeTtupytowaa uHPopmaLma, pasmMelleHHas B MHTEpPHETe, MOMKET cepbesHbiM o06pasom
OTpa3uUTbCA Ha TBOEW peanbHOW Xu3HW. "Uudposas penyTtauma" - 3To TBOM MMWUAXK, KOTOpPbIA
dopmumpyeTca us nHpopmaLmm o Tebe B UHTEPHETE.

TBOE MecTo XUTeNbCTBa, yLIEGbI, TBOE d)MHaHCOBOG nonoxeHwume, ocobeHHOCTH XapaKTepa U pacCKasbl O
6/11M3KMX - BCE 3TO HAKAN/IMBAETCA B CETWU.

MHorvMe nNoApoCTKN IETKOMBIC/IEHHO OTHOCATCA K Ny6AMKauMu nnMYHOM MHbopmMaumn B UHTepHeTe, He
NMOHMMan BO3MOMHbIX MocneacTsuii. Tbl Aa)e He CMOMelb Aoragatbca O Tom, 4To doTorpadums,
pasmelleHHas 5 eT Hasag, cTana NPMYMHOMN OTKasa NPUHATL Tebs Ha pabory.

KommeHTapuu, pasmelieHume TBomx ¢otorpaduii U apyrme AercTBUA MOTYT HE UCYE3HYTb Aaxe nocse
TOrO, KaK Tbl UX yAanuLb. Tbl He 3HAellb, KTO COXPaHWA 3TY MHPOPMaLMIO, NoMNana M OHa B MOUCKOBbIE
CUCTEMbI U COXpPaHMAACb M OHa, a [aBHOE: YTO MOAYMaloT O Tebe OKpyKawlwme A0aM, KOTopble
HalayT 1 yBuAAT 3T0. HalTm uHPOpMaumio MHOrO NeT cnycta CMmoXKeT nobol - Kak 13 pobpbix
nobyXAaeHWM, Tak U C HAMEPEHMEM MPUYMHUTL BPe. ITO MOMKET ObITb KTO YrogHO.

OCHOBHbIe COBeTbl NO 3awwmTe LUdpPOoBOI penyTauuu:
1. Moaymaii, npexkae yem 4To-To Ny6AMKOBaTb U NepesasBaTh y cebs B 610re UAM B COLMaANbHOM CeTy;

2. B HacTpoliKax Nnpoduna ycTaHOBM OrpaHUYEeHUs Ha MPOCMOTP TBOEro Npoduasa 1 ero coaep numoro,
caenam ero TonbKo "ansa apysei”;

3. He pa3meLyait n He yKasbiBait MHGOPMALMIO, KOTOPas MOXKET Koro-1mbo ockopbiaTb UM obuKaTb.
ABTOpPCKOE NpaBo

COBpEMEHHbIe LUKOJIbHUKW - aKTUBHbIE NO/Z1Ib30BaTENN LI,VId)pOBOI'O NPOCTPaHCTBA. OAaHaKo ganeKko He Bce
3HAKOT, YTO NOJIb30BAaHNE MHOITMMU BO3MOXKHOCTAMU LI,VId)pOBOI'O Munpa Tp66YET CO6I'IIOAEHWFI npaB Ha
UHTENNEKTYA/IbHYIO COBCTBEHHOCTb.

TepMuH "MHTENNEKTyalbHasA COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMYHBIM TBOPEHUSM YE/T0OBEYECKOTO YM3,
HauyMHasA C HOBbIX M306pPeTeHU M 3HaKoB, 0603HAYaOWMX COBCTBEHHOCTL Ha MPOAYKTbI U YCAYIU, U
3aKaHuMBas KHUramu, poTtorpaduamm, KWUHOGUAbMaMM M My3blKabHbIMM NPON3BEAEHUAMM.



ABTOpPCKME npaBa - 3TO MNpaBa Ha WHTENNEKTya/lbHYl0 COBCTBEHHOCTb Ha MPOM3BEAEHUSA HayKW,
uTepaTypbl U MUCKyccTBa. ABTOPCKME nMpaBa BbICTYMAlOT B KayecTBe rapaHTUM TOro, u4To
WHTENIEKTYa IbHbIN/TBOPYECKMIA TPyA asBTopa He 6yaerT HanpacHbiM, AacT emy cnpasef/ivBble
BO3MOXHOCTM 3apaboTaTb Ha pe3y/ibTaTax CBOEro TpyAa, NoJlyYnTb M3BECTHOCTb M NpU3HaHWe. HUKTo
6e3 paspelleHMa aBTOPa He MOXKET BOCMPOU3BOAUTb €r0 NPOM3BEAEHME, PACNPOCTPAHATL, Ny6ANYHO
AEeMOHCTPUpPOBaTb, MpoAaBaTb, MMMOPTMPOBATb, MNyCKaTb B MPOKaT, MNyb/JANYHO WCNOJHAT,
NoKa3blBaTb/MCNONHATbL B 3pUpe unn pasmewaTb B MHTepHeTe.

Mcnonb3oBaHue "nmMpaTckoro” nporpammHoro obecneyeHma MoXKeT NPUBECTM K MHOTMM PUCKaM: OT
noTepu AaHHbIX K TBOMM aKKayHTam A0 6/10KMPOBKM TBOErO YCTPOMUCTBA, FAe YCTaHOB/EHA HeeraibHas
nporpamma. He cTouTt Tak»Ke 3abbiBaTb, YTO CYLLECTBYIOT sierasibHble U BecnaaTHble NPOrpammbl,
KOTOPbIE MOHO HANTK B CETMU.

O noprane

CeTeBMYOK.pd - TBOM INMaBHbIN COBETYMK B CETU. 34ECh Tbl MOXKELLb Y3HATb 0 6€30MacHOCTU B CETU
MOHATHbIM M AOCTYMHbIM A3bIKOM, @ NPU BO3SHUKHOBEHUM KPUTUYECKOMN CUTYaLMKM 0bpaTUTbCA 3a
coBeTOM. A TaK¥Ke NPUHATb yYacTUe B KOHKYPCaxX M CTaTb CaMbiM LMPPOBbLIM rparkaaHnHom!



